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Overview 

The XR4human Ethical Impact Assessment (EIA) for Immersive Technologies aims to 

provide a structured framework for developers to assess, anticipate, and mitigate the effects of 

their innovations on users, society, and the environment. The ethics impact assessment serves 

as an essential tool for evaluating the ethical implications of immersive experiences, including 

virtual reality (VR), augmented reality (AR), and mixed reality (MR) based on the outlined 

principles and articles of the XR4human Code of Conduct for developers/users.  

There are five (5) key areas of impact: Health and wellbeing, Autonomy and identity, Data 

and Technology, Social, and Environmental. The corresponding guiding principles and 

relevant articles from the XR4Human Code of Conduct are noted under each area of impact. 

The developer is encouraged to read the Code of Conduct before going through the questions 

in this impact assessment. Following this assessment, developers are encouraged to complete 

the checklist to ensure all areas have been considered. 
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Description of the XR experience 

Please provide a brief description of the XR experience, including purpose, duration, and 

intended primary and secondary users. Additionally, describe the key features, the type of 

content presented, and the expected outcomes for the users. 

 

 

Impact Descriptor 1: Health and Wellbeing 

[Guiding principle: Human Centred Design] 

[Link: Article 4: Wellbeing by Design] 

XR technologies can have both a positive and negative impact on health and wellbeing. The 

Code of Conduct seeks to address this by emphasizing a human-centred design approach. 

Alignment with Human-Centred Design  

1. How does the design prioritize user comfort, safety, and overall wellbeing throughout 

the experience? 

2. Are the physical and mental health and wellbeing impacts balanced with other design 

goals, such as performance or realism? 

Physical and Mental Wellbeing 

This descriptor is focused on designing immersive experiences to maximise positive and 

minimise negative impacts on physical and mental health and wellbeing in the immersive 

experience. 

1. Assessing user needs and context 

1. Who are the primary and secondary users of the immersive experience?  

2. How could the intended use e.g., duration, environment, or purpose of the immersive 

experience, impact physical and mental wellbeing? 
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3. Are there specific physical limitations among potential users that need to be addressed 

(e.g., visual impairment, limited mobility)? (Link: https://www.w3.org) 

4. Does the immersive experience account for the diverse psychological needs of users, 

including those with mental health conditions or neurodiverse profiles? 

5. How are users educated about the potential physical and mental health risks of 

immersive experience use and provided with clear guidelines for safe operation? 

2. Assessing physical interaction design 

1. Does the XR system account for ergonomic principles to minimize physical strain 

(e.g., weight of devices, repetitive motion)? 

2. How does the design ensure comfort during prolonged use (e.g., adjustable headsets, 

lightweight materials)? 

3. If head-mounted displays are used, are users allowed to adjust the head-mounted 

display to align with their interpupillary distance, fit their head size, and accommodate 

wearing prescription spectacles during use, to prevent visual discomfort? 

4. Are users required to perform any physical actions that may lead to overexertion, 

strain, or unsafe conditions? 

3. Physical safety and risk management 

1. What measures are in place to prevent physical accidents or injuries during the 

immersive experience (e.g., collision warnings, safe zone boundaries)? 

2. Does the system provide alerts or recommendations if users exceed safe usage limits 

(e.g., time warnings for prolonged sessions)? 

3. Does the design include features that encourage regular breaks or movement to 

promote physical health? 

4. Are there fail-safes or emergency protocols for users who may experience physical 

distress while immersed in the XR environment? 

5. How does the immersive experience mitigate risks of cybersickness or vertigo caused 

by mismatched visual and vestibular cues?   

6. Have you considered the long-term physical health implications due to prolonged use 

of the immersive experience and how it could contribute to musculoskeletal issues, 

such as neck strain or poor posture? 

 

Psychological and cognitive impact:  

This descriptor warns users about potential cognitive, emotional or psychological effects.  

1. Does the XR experience intentionally evoke strong emotions (e.g., fear, excitement, 

empathy), and are those emotions appropriate for the context and audience? 

2. How are potential triggers for anxiety, phobias, or post-traumatic stress mitigated in 

the design? 

3. Does the XR experience provide users with clear, accessible ways to exit or pause the 

experience if they feel uncomfortable? 

4. Are there risks of addiction or excessive engagement, and how are they addressed? 

https://www.w3.org/
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5. If AI is used in your XR experience, could the AI-driven personalization impact user 

behaviour, perception, and emotional responses? 

 

Unique situations of vulnerability:  

1. What age group is this experience suitable for according to local and regional 

regulations and standards? 

2. Does this experience include scenes that may be considered frightening for younger 

users? 

3. Is parental guidance recommended?  

4. Does the immersive experience foster a safe and inclusive experience for vulnerable 

groups? 

 

 

Impact Descriptor 2: Autonomy and Identity  

[Guiding principles: Human-Centred Design; Identity and right to anonymity; Trustworthiness and 

Transparency] 

[Link: Article 1: User Transparency by Design; Article 5: Identity; Article 6: Engagement with Non-Human 

Resources] 

User Agency: 

1. Does the immersive experience enable users to make meaningful choices about their 

actions and interactions? 

2. Are there restrictions in the design (e.g., forced pathways, limited customization) that 

might undermine autonomy? 

3. To what extent do AI-driven recommendations in immersive spaces shape user 

choices, and can this lead to manipulation or loss of independent thought? 

4. Does the immersive experience respect user preferences for anonymity? 

5. How does the XR system handle anonymity and accountability in multi-user settings?   

Transparency: 

1. Is the system transparent about how user data, preferences, and decisions are used 

within the immersive experience? 

2. Are users adequately informed about the algorithms or AI that shape their immersive 

experiences? 

Control: 

1. Can users control how they interact with the environment (e.g., movement, interaction 

mechanics, or customization of settings)? 

2. Are users able to pause, exit, or adjust the immersive experience when they feel 

uncomfortable or overwhelmed? 

3. Are there mechanisms in place to allow users to override or opt out of AI-driven 

suggestions and interventions? 

4. Are there safeguards to prevent AI-driven nudging from becoming manipulative, 

especially in persuasive or high-stakes scenarios? 
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5. Does the immersive experience offer mechanisms for users to report problems, 

suggest improvements or provide feedback on the application?   

Consent: 

1. How is informed consent addressed, particularly in collecting biometric data (e.g., eye 

tracking, body movements)? 

2. Are users given clear and detailed options for opting into or out of data collection and 

system features? 

Self-Representation and Diversity: 

1. Does the XR system allow users to create and customize avatars or representations 

that align with their identity? 

2. Are there adequate options for representing diverse identities, such as gender, 

ethnicity, and cultural symbols? 

Identity Authenticity: 

1. Can users maintain their real-world identity within the immersive experience, or are 

they forced to conform to predefined roles? 

2. Are users given full creative control over their virtual identity, or does AI impose 

recommendations that might unconsciously shape their choices? 

3. Are users allowed full control over their digital identity, including after death, with the 

possibility to customize and transfer them across platforms? 

4. Are there safeguards to prevent identity theft or misrepresentation, such as deepfakes 

or unauthorized use of personal data? 

 

Impact Descriptor 3: Data and Technology  

[Guiding principles: Trustworthiness and Transparency; Privacy and Data governance; Technical security and 

Interoperability] 
[Link: Article 2: Data gathering protection and use] 

This descriptor focuses on the type of data collected by the immersive technology. It 

emphasizes the sensitivity of the data, helping users and, when relevant, bystanders to 

understand the potential privacy risk and whether the data is shared with third parties. 

Additionally, it considers the seamless exchange between technology systems while 

maintaining robust security protocols which would require a balance between efficiency, user 

trust, and compliance with ethical and legal standards. 

 

Privacy and Data Governance 

Data protection laws: 

1. Does the XR application conform to laws and standards protecting privacy? 

Data collection:   

1. Does the immersive experience collect usage data and device information?  

2. Does the immersive experience collect personal data, such as username or email?  
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3. Does the immersive experience use eye-tracking or record head movements? 

Data sensitivity:   

1. Does the immersive experience collect user sensitive biometric data, including heart 

rate and facial expressions? 

2. Does the immersive experience record user location and interactions within the virtual 

environment? 

Data sharing:   

1. Does the XR application allow the sharing of user data with third parties without 

explicit consent? 

2. If user data is shared, is the data anonymized to prevent re-identification? 

3. Is there a risk that an individual may see personal information of another individual 

when using the XR system? 

Data Governance 

1. What measures are in place to protect user privacy and ensure secure handling of 

personal data in the immersive environment? 

2. How does the system address concerns related to biometric data collection, such as 

eye tracking or body movement analysis? 

3. Are users fully informed about how their data is being collected, stored, used, and 

shared?  

4. Do users have the right to access, modify or delete their data? 

5. Is user data processed on-device, wherever feasible, to minimise exposure to security 

risks? 
 

Technical Security 

1. What measures are in place to safeguard user data (e.g., encryption, secure data 

storage)? 

2. What are the technical measures to ensure compliance with data protection regulations 

and informational security standards (e.g., GDPR)? 

3. What steps have been taken to identify and address potential vulnerabilities in the 

system? 

4. Are regular security audits or penetration tests conducted to ensure system integrity? 

5. How does the system detect and mitigate unauthorized access or cyberattacks? 

6. Are security updates and patches communicated and deployed promptly? 

7. What mechanisms are in place to allow users to report security issues or breaches? 

8. Does the system include fail-safes to prevent service interruptions during security 

incidents? 

9. How are backup and recovery plans implemented to protect against data loss or system 

downtime? 

10. Are there protocols for handling large-scale breaches or significant vulnerabilities? 

11. How does the system prevent the misuse of immersive technology for unethical 

purposes, such as surveillance or manipulation? 
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Interoperability  

1. Does the XR system support seamless integration with other platforms, devices, or 

applications? 

2. Which standards are implemented? 

3. How does the system handle data exchange between different formats, protocols, or 

devices? 

4. Are there any compatibility issues with legacy systems or emerging technologies? 

5. How scalable is the system for integrating with future technologies or platforms? 

6. Are users able to switch between devices or environments without losing functionality 

or progress? 

7. Are there usability challenges or inconsistencies when the system is used across 

multiple platforms? 

8. How does the system handle interruptions or failures in cross-platform integration? 

9. How does the system ensure compatibility with evolving industry standards and 

protocols? 

10. Are updates or new integrations likely to disrupt existing functionality? 

11. Does the system allow for easy adaptation to new devices, software, or platforms? 

12. What processes are in place to identify and address emerging interoperability needs? 

 

Impact Descriptor 4: Social 

[Guiding Principles: Diversity, Inclusivity and Accessibility, Equitability; Safe Experience; Risk Management 

and Moral Dilemma Resolution] 
[Link: Article 6: Shared Spaces; Article 7: Engagement with Non-Human Resources] 

This descriptor highlights broader societal implications of the technology. It explains the 

nature and extent of social interaction within the immersive experience. It outlines the 

physical, sensory, and cognitive abilities required to use the immersive technology effectively 

and any accessibility features available within the immersive experience. 

 

Accessibility: 

1. Is the immersive experience designed to accommodate users with diverse physical or 

mental/cognitive abilities or disabilities?  

2. How does the experience accommodate users with different levels of physical mobility 

or fitness?  

3. How does the system provide alternate interaction methods for users who may find 

standard mechanisms (e.g., controllers or gestures) challenging?  

4. Are there language-neutral features that enhance accessibility for a broad audience?  

5. Does the application support subtitles and closed captions?  

6. Does the experience offer alternative input methods for users with mobility 

limitations?  
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7. Does the application support adjustable text size and screen settings, text-to-speech, 

audio descriptions, or screen readers?  

8. Can the XR system be used in both standing and seated modes, and are controls 

customizable for ease of use?  

9. Is user information provided in multiple formats (e.g., audio/video) to be 

comprehensible to the broadest range of users?  

 

Social interaction management:  

1. Does this experience allow the user to interact with others in shared immersive 

spaces? 

2. Are there clear distinctions between private and shared spaces within the immersive 

environment? 

3. Does the application have clear community guidelines for behaviour within shared 

immersive spaces, that promote respect, inclusivity, and safety for all participants?  

4. Can users block or mute others if necessary? 

5. Does the application have a system to monitor social interactions to ensure a respectful 

environment and remove abusive or harmful content? 

6. Are there features to prevent or address harmful social behaviours, such as abuse, 

harassment or bullying in shared immersive spaces? 

7. Does the application have built-in reporting tools to address any inappropriate 

behaviour?  

8. Does the XR technology enable users to report harmful behaviours in shared 

immersive spaces? 

9. How does the system impact users’ sense of belonging, community, or social roles in 

shared immersive spaces?   

10. Are there mechanisms to address discrimination, stereotyping, or identity-based 

harassment in multi-user settings? 

 

Potential for misuse:  

1. Can this technology be used for surveillance or data collection without the user’s 

knowledge? 

2. Does the application allow for user-generated content, which may include harmful or 

offensive material? 

3. How does the system prevent misuse, such as creating or spreading harmful content 

within shared immersive spaces? 

 

Social implications:  

1. Does the cost of the XR hardware or software create barriers for certain 

socioeconomic groups? 
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2. How does the design consider the needs of users from different cultural, linguistic, or 

geographic backgrounds 

3. Does the XR content respect and represent cultural diversity and avoid stereotypes or 

biases? 

4. How are local or community voices included in the design process, especially for 

culturally sensitive applications? 

5. Are there risks of cultural appropriation or misrepresentation in the content or 

interactions enabled by the XR system? 

6. Does the technology support meaningful connections between users, or does it risk 

promoting isolation? 

 

Transparency in shared immersive spaces: 

1. Are actions that may be invisible to other users in shared immersive spaces, such as 

recording or capturing screenshots, clearly communicated to all users? 

2. Are users clearly informed when AI algorithms modify their representation in shared 

immersive environments, such as by generating animated expressions based on 

detected or predicted emotions or applying visual filters that alter their appearance? 

 

Impact Descriptor 5: Environmental 

[Guiding Principle: Sustainability] 

[Link: Article 3: Risk Management by Design] 

1. Does the XR technology comply with environmental regulations and sustainability 

standards? 

2. Are there certifications (e.g., Energy Star, EPEAT) that verify the environmental 

friendliness of the XR devices or systems? 

3. Are there opportunities to optimize energy efficiency in device design and software 

performance? 

4. Are there measures in place to use renewable energy sources for powering the XR 

system? 
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Ethical impact of the XR experience 

 

The intent of this Ethical Impact Assessment (EIA) is to provide the developer with an 

opportunity to examine the potential ethical implications of the proposed or existing XR 

experience, with a focus on its alignment with the ethical principles of the XR4Human Code 

of Conduct, regulatory frameworks, and best practices in extended reality (XR) development. 

Based on your reflection and responses to the key areas of impact outlined in this assessment, 

and using the checklist provided (Annex B), please provide a summary overview of how your 

project aligns with the key ethical considerations relevant to its development and deployment. 

 

 

 

 

 

 

 

 

 


